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DETAILED ACTION 

This action is in response to an Amendment filed July 25, 2006. Claims 1 , 5, 7, and 9-23 
are presented for further consideration. Claims 2-4, 6 and 8 are cancelled. Claims 
1,5,11,12, and 14-17 are currently amended. Claims 18-23 are new. 

Response to Arguments 

Claim objections, see Remarks (page 15), with respect to claims 1,5, and 15-17 
are withdrawn. 

Claim rejections, see Remarks (page 15), with respect to claims 1 ,5, and 15-17 
rejected under 35 USC §112, second paragraph, are withdrawn. 

Applicant's arguments with respect to claims 1, 5, 7, and 9-23 (amended and 
new) have been considered but are moot in view of the new grounds of rejection in view 
of newly applied reference Rassool et al. (US Patent 7,043,473), as set forth below in 
the Office action. 

Applicant's arguments have been fully considered but they are not persuasive. 

In considering the Applicant's arguments the following remarks are noted: 
(I) Applicant contends that the blocking program taught in Russell-Falla is installed 
on a user computer. 
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(II) Applicant contends that Russell-Falla does not teach nor hint at analyzing the 
transmission interaction characteristics in network packets to profile user terminals and 
content servers. 

(III) Applicant contends Baker teaches away from the apparatus of Russell-Falla. 

In considering (I), Applicant contends that the blocking program taught in Russell-Falla 
is installed on a user computer. Examiner respectfully disagrees. Examiner asserts that 
Russell-Falla explicitly discloses the aforementioned blocking software is employed on a 
proxy server (Figure 1-item 10), located upstream from a client in order to analyze 
transmitted information prior to the downloading and subsequent displaying on the client 
via a web browser (column 4, line 65-column 5, line 12). Therefore, Examiner asserts 
that the client-side related shortcomings of Russell-Falla as suggested by Applicant 
(see Remarks, pages 18-19, 22) are unsupported thereby the invention is not 
patentably distinguishable over the prior art of record. As a result, Examiner maintains 
rejections as set forth below in the Office action. 

In considering (II), Applicant contends that Russell-Falla does not teach nor hint at a 
profiling means analyzing the transmission interaction characteristics in network packets 
to profile user terminals and content servers. Examiner respectfully disagrees. Examiner 
asserts that Russell-Falla explicitly discloses that transmission interaction 
characteristics of content, which is disclosed by Applicant as to include the count of 
word patterns matched from a list of predetermined words (Specification, page 9) are 
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analyzed to subsequently profile the objects being transmitted by a content server (i.e. 
web pages) of a known classification of "pornographic" (i.e. BAD), (column 6, lines 49- 
65). As a result, Examiner maintains rejections as set forth below in the Office action. 

In considering (III), Applicant contends Baker teaches away from the apparatus of 
Russell-Falla. Examiner respectfully disagrees. In response to applicant's argument that 
there is no suggestion to combine the references, the examiner recognizes that 
obviousness can only be established by combining or modifying the teachings of the 
prior art to produce the claimed invention where there is some teaching, suggestion, or 
motivation to do so found either in the references themselves or in the knowledge 
generally available to one of ordinary skill in the art. See In re Fine, 837 F.2d 1071, 5 
USPQ2d 1596 (Fed. Cir. 1988)and In re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. 
Cir. 1992). In this case, both references, Russell-Falla and Baker are concerned with 
identifying content as forbidden or inappropriate prior to downloading and subsequent 
viewing by the user (Baker column 1 , lines 63-67; Russell-Falla column 6, line 67- 
column 5, line 4; column 6, lines 3-10). In this endeavor to prevent the display of 
objectionable content at a computer of a user, one of ordinary skill in the art would have 
been so motivated to combine the references in order to selectively control network (i.e. 
Internet) access (i.e. restricting obscene material from a specific URL) without impairing 
the users ability to communicate with servers via the network, (Baker column 2, lines 63 
to column 3, line 5). As a result, Examiner maintains rejections as set forth below in the 
Office action. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1, 5, 7,9-14, and 16-23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Russell-Falla et al. (US Patent 6,266,664), in view of Rassool et 
al. (US Patent 7,043,473) hereinafter referred to as Russell-Falla and Rassool. 

In reference to claim 1, Russell-Falla discloses a method and system for 
scanning, analyzing, and rating digital content to accurately identify instances of that 
category within a real-time data stream (abstract; column 2, lines 49-56). Russell-Fall 
explicitly discloses: 

• An apparatus (i.e. proxy server; Figure 1-item 10; column 4, lines 45- 
column 5, line 5) for classifying information transmitted over a 
communication network (i.e. Internet; column 1, line 38- column 2, line 10) 
into content category classifications (i.e. specific category of information; 
column 5, lines 5-35), the apparatus comprises: 

• A means for (i.e. proxy server) capturing network packets one or more 
transmission interaction characteristics (i.e. extracted expressions) in a 
session of transmission of information (i.e. training data; Figure 2-item 70) 
from an information supplying communication terminal towards a remote 
user communication terminal on a path of the communications network 
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(column 4, line 67-column 5, line 3; column 6, lines 3-64), the capture 
being prior to the packets reaching the remote terminal (Le. intercepting 
content in real time data stream; column 2, lines 49-52; column 6, lines 3- 
9) said one or more transmission interaction characteristics including at 
least one of a network protocol, data and time stamps, size of text and 
image transmission activities, (i.e. expressions of words and phrases; 
column 6, lines 35-48), and variations in content patters within of the 
transmission; and 
• Analyzing means arranged to compare an of the interaction 

characteristics with corresponding interaction characteristics of known 
information contained in a list of predetermined content category 
classifications of information (Figure 1 -items 30, 34; column 5, lines 3-20), 
and having a statistical modeling arrangement (i.e. rating; column 5, lines 
20-35) for predicting a content classification of the information (i.e. 
predictive of the selected type of content; column 6, lines 60-65) based on 
the one or more transmission interaction characteristics, (i.e. expressions 
statistically analyzed to determine target attributes that are indicative of a 
particular type of content; column 6, line 66-column 7, line 37) the content 
category classification prediction being free of any user input and free of 
any relevancy as to a particular user (i.e. prediction information 
accumulated over a large set of training data; column. 6, lines 49-65), 
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• wherein the apparatus is arranged to respond to the predicted content 
category classification of the captured interaction characteristics provided 
by the analyzing means to prevent the captured packets of any interaction 
characteristics with a predicted classification listed as undesirable from 
being forwarded along the path to the remote user communications 
terminal (column 6 t lines 3-35). 
Although Russell-Falla discloses substantial features of the claimed invention, the 
reference fails to show the packets of information having at least one image, and the 
packet containing a network protocol, a network address of the information supplying 
terminal, and a network address of the remote terminal, and a portion of the information; 
and the one or more transmission interaction characteristics including size of image 
transmission activities, ratio of image to text transmission activities. Nonetheless, these 
features were well known in the art at the time of invention, as further evidenced by 
Rassool. Therefore, it would have been obvious for one of ordinary skill in the art at the 
time of the invention to accordingly modify the apparatus of Russell-Falla. 
In an analogous art, Rassool discloses a system for tracking and identifying unknown 
media content transmitted over a network by comparing the aforementioned unknown 
media file characteristics to the characteristics of known media files in order to produce 
an identification of the unknown media file (abstract). Rassool further discloses the 
packets of information having at least one image (column 4, lines 48-column 5, line 8), 
and the packet containing a network protocol (column 36, line 38-43), a network 
address of the information supplying terminal, and a network address of the remote 
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terminal, and a portion of the information (column 26, lines 27-42; column 34, lines 4- 
16); and the one or more transmission interaction characteristics including size of image 
transmission activities, ratio of image to text transmission activities (i.e. media 
recognition algorithms, image vectors, word count; column 6, lines 20-57; column 27, 
lines 15-62). One of ordinary skill in the art would have been so motivated to 
accordingly modify the of apparatus of Russell-Falla so as to provide a efficient 
mechanism to analyze media elements of content (i.e. pictures) thereby permitting the 
filtering of images and inappropriate content other than specific words (Russell-Falla 
column 1, lines 50-56; Baker column 2, lines 42-48). 

In reference to claim 5, Russell-Falla discloses a method and system for 
scanning, analyzing, and rating digital content so as to potentially block content that is 
unsuitable or harmful to a specific user (abstract; column 2, lines 57-62). Russell-Fall 
explicitly discloses: 

• An apparatus (i.e. proxy server; Figure 1-item 10; column 4, lines 45- 
column 5, line 5) for classifying user profiles of users accessing 
information or content servers (i.e. threshold rating based on user; column 
3, lines 10-30) transmitted over a communication network (i.e. Internet; 
column 1 , line 38- column 2, line 10) into content category classifications 
(i.e. specific category of information; column 5, lines 5-35), the apparatus 
comprises: 
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• A means for (i.e. proxy server) capturing network packets one or more 
transmission interaction characteristics (i.e. extracted expressions) in a 
session of transmission of information (i.e. training data; Figure 2-item 70) 
from a user communication terminal provided by any one of the content 
servers towards a remote user communications terminal on a path of the 
communications network (column 4, line 67-column 5, line 3; column 6, 
lines 3-64), the capture being prior to the packets reaching the remote 
terminal (i.e. intercepting content in real time data stream; column 2, lines 
49-52; column 6, lines 3-9) said one or more transmission interaction 
characteristics including at least one of a network protocol, data and time 
stamps, size of text and image transmission activities, (i.e. expressions of 
words and phrases; column 6, lines 35-48), and variations in content 
patters within of the transmission; and 

• Analyzing means arranged to compare an of the interaction 
characteristics with corresponding interaction characteristics of known 
information contained in a list of predetermined content category 
classifications of information (Figure 1 -items 30, 34; column 5, lines 3-20), 
and having a statistical modeling arrangement (i.e. rating; column 5, lines 
20-35) for predicting a content classification of the information (i.e. 
predictive of the selected type of content; column 6, lines 60-65) based on 
the one or more transmission interaction characteristics, (i.e. expressions 
statistically analyzed to determine target attributes that are indicative of a 
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particular type of content; column 6, line 66-column 7, line 37) the content 
category classification prediction being free of any user input and free of 
any relevancy as to a particular user (i.e. prediction information 
accumulated over a large set of training data; column 6, lines 49-65), 

• Means for classifying user profiles in accordance with the predicted 
content category classification (i.e. user selected threshold level; column 
5, lines 35-65); 

• wherein the apparatus is arranged to respond to the predicted content 
category classification of the captured interaction characteristics provided 
by the analyzing means to prevent the captured packets of any interaction 
characteristics with a predicted classification listed as undesirable from 
being forwarded along the path to the remote user communications 
terminal (column 6, lines 3-35). 

Although Russell-Falla discloses substantial features of the claimed invention, the 
reference fails to show the packets of information having at least one image, and the 
packet containing a network protocol, a network address of the information supplying 
terminal, and a network address of the remote terminal, and a portion of the information; 
and the one or more transmission interaction characteristics including size of image 
transmission activities, ratio of image to text transmission activities. Nonetheless, these 
features were well known in the art at the time of invention, as further evidenced by 
Rassool. Therefore, it would have been obvious for one of ordinary skill in the art at the 
time of the invention to accordingly modify the apparatus of Russell-Falla. 
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In an analogous art, Rassool discloses a system for tracking and identifying unknown 
media content transmitted over a network by comparing the aforementioned unknown 
media file characteristics to the characteristics of known media files in order to produce 
an identification of the unknown media file (abstract). Rassool further discloses the 
packets of information having at least one image (column 4, lines 48-column 5, line 8), 
and the packet containing a network protocol (column 36, line 38-43), a network 
address of the information supplying terminal, and a network address of the remote 
terminal, and a portion of the information (column 26, lines 27-42; column 34, lines 4- 
16); and the one or more transmission interaction characteristics including size of image 
transmission activities, ratio of image to text transmission activities (i.e. media 
recognition algorithms, image vectors, word count; column 6, lines 20-57; column 27, 
lines 15-62). One of ordinary skill in the art would have been so motivated to 
accordingly modify the of apparatus of Russell-Falla so as to provide a efficient 
mechanism to analyze media elements of content (i.e. pictures) thereby permitting the 
filtering of images and inappropriate content other than specific words (Russell-Falla 
column 1, lines 50-56; Baker column 2, lines 42-48). 

In reference to claim 22, Russell-Falla discloses a method and system for 
scanning, analyzing, and rating digital content to accurately identify instances of that 
category within a real-time data stream (abstract; column 2, lines 49-56). Russell-Fall 
explicitly discloses: 
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• An apparatus (i.e. proxy server; Figure 1-item 10; column 4, lines 45- 
column 5, line 5) for classifying information transmitted over a 
communication network (i.e. Internet; column 1, line 38- column 2, line 10) 
into content category classifications (i.e. specific category of information; 
column 5, lines 5-35), the apparatus comprising: 

• A capture means for (i.e. proxy server) network packets one or more 
transmission interaction characteristics (i.e. extracted expressions) in a 
session of transmission of information (i.e. training data; Figure 2-item 70) 
from an information supplying communication terminal towards a remote 
user communication terminal on a path of the communications network 
(column 4, line 67-column 5, line 3; column 6, lines 3-64), the capture 
being prior to the packets reaching the remote terminal (i.e. intercepting 
content in real time data stream; column 2, lines 49-52; column 6, lines 3- 
9) , captured content of each captured packet including: and contained 
text content (i.e. textual portions of the page; column 5, lines 3- 8); 

• Characteristic obtaining means obtaining a transmission characteristic 
based on the content of the captured packets, the obtained transmission 
characteristics including at least one of data and time stamps, size of text 
and image transmission activities, (i.e. expressions of words and phrases; 
column 6, lines 35-48), and variations in content patters within of the 
transmission (i.e. expressions of words and phrases; column 6, lines 35- 
48); 
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• Analyzing means arranged to compare an of the interaction characteristics 
with corresponding interaction characteristics of known information 
contained in a list of predetermined content category classifications of 
information (Figure 1 -items 30, 34; column 5, lines 3-20), and having a 
statistical modeling arrangement (i.e. rating; column 5, lines 20-35) for 
predicting a content classification of the information (i.e. predictive of the 
selected type of content; column 6, lines 60-65) based on the one or more 
transmission interaction characteristics, (i.e. expressions statistically 
analyzed to determine target attributes that are indicative of a particular 
type of content; column 6, line 66-column 7, line 37) the content category 
classification prediction being free of any user input and free of any 
relevancy as to a particular user (i.e. prediction information accumulated 
over a large set of training data; column 6, lines 49-65), 

• wherein the apparatus is arranged to respond to the predicted content 
category classification of the captured interaction characteristics provided 
by the analyzing means to prevent the captured packets of any interaction 
characteristics with a predicted classification listed as undesirable from 
being forwarded along the path to the remote user communications 
terminal (column 6, lines 3-35). 

Although Russell-Falla discloses substantial features of the claimed invention, the 
reference fails to show the capturing image information packets of information having at 
least one image, and the packet containing a network protocol, a network address of the 
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information supplying terminal, and a network address of the remote terminal, and a 
portion of the information; and the one or more transmission interaction characteristics 
including size of image transmission activities, ratio of image to text transmission 
activities. Nonetheless, these features were well known in the art at the time of 
invention, as further evidenced by Rassool. Therefore, it would have been obvious for 
one of ordinary skill in the art at the time of the invention to accordingly modify the 
apparatus of Russell-Falla. 

In an analogous art, Rassool discloses a system for tracking and 
identifying unknown media content transmitted over a network by comparing the 
aforementioned unknown media file characteristics to the characteristics of known 
media files in order to produce an identification of the unknown media file (abstract). 
Rassool further discloses the packets of information having at least one image (column 
4, lines 48-column 5, line 8), and the packet containing a network protocol (column 36, 
line 38-43), a network address of the information supplying terminal, and a network 
address of the remote terminal, and a portion of the information (column 26, lines 27-42; 
column 34, lines 4-16); and the one or more transmission interaction characteristics 
including size of image transmission activities, ratio of image to text transmission 
activities (i.e. media recognition algorithms, image vectors, word count; column 6, lines 
20-57; column 27, lines 15-62). One of ordinary skill in the art would have been so 
motivated to accordingly modify the of apparatus of Russell-Falla so as to provide a 
efficient mechanism to analyze media elements of content (i.e. pictures) thereby 
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permitting the filtering of images and inappropriate content other than specific words 
(Russell-Falla column 1, lines 50-56; Baker column 2, lines 42-48). 

In reference to claim 7, Russell-Falla shows the apparatus further 
comprising means for (i.e. database; Figure 4-item 110) storing the one or more 
transmission interaction characteristics, (column 7, lines 38-45). 

In reference to claim 9, Russell-Falla shows the apparatus wherein the 
one or more transmission characteristics are obtained from network packets or 
fragments thereof, (i.e. content in real time data stream; column 2, lines 49-52; column 
6, lines 38-48). 

In reference to claim 10, Russell-Falla shows the apparatus wherein the 
analyzing means includes profiling means for providing profiles (i.e. collection of training 
pages) of interactions based on the one or more transmission interaction 
characteristics, (column 6, lines 49-65). 

In reference to claim 1 1 , Russell-Falla shows the apparatus wherein the 
profiling means is arranged to process the one or more transmission interaction 
characteristics for providing any one or more of: a frequency of interaction; a duration of 
interaction; a duration of absence of interaction; patterns of transmission; an average 
number of http links within an object of related sites; an average number of link sites 
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visited within a time frame for forming interaction profiles (i.e. statistics from frequency 
of occurrence; column 6, line 67-column 7, line 29); and wherein the analyzing means is 
adapted to use the interaction profiles for predicting classifications, (i.e. statistics used 
to determine target attribute set for predicting a category; column 7, lines 30-60). 

In reference to claim 12, Russell-Falla shows the apparatus further 
comprising a knowledge base of predetermined profiles (pre-existing database; column 
5, lines 5-12), and analyzing means is adapted to predict a classification based on a 
comparison between the profile of information to be classified and predetermined 
profiles, (i.e. match; column 5, lines 13-20; column 7, lines 19-29). 

In reference to claim 13, Russell-Falla shoves the apparatus further 
comprising means for updating the knowledge base so that the classification prediction 
can be enhanced following classifications, (i.e. as number of training pages increases, 
the accuracy of weighting data improves; column 7, lines 1-8; column 7, lines 38-60). 

In reference to claims 15-21 Russell-Falla shows the apparatus wherein 
the capturing means capturing from each packet the transmission interaction 
characteristics including each of the date and time stamp, the variations in content 
patterns within the packets of transmission (i.e. expressions statistically analyzed to 
determine target attributes that are indicative of a particular type of content; column 6, 
line 66-column 7, line 37), and the analyzing means compares each of the captured 
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interaction characteristics obtained with the corresponding interaction characteristics of 
the known information contained in the list of predetermined content category 
classifications of information and predicts the content category classification of the 
unknown information based on the comparisons (column 5, lines 3-35) as undesirable 
content to be prevented from being forwarded to the remote user communications 
terminal (column 6, lines 3-36); and 

Rassool shows the one or more transmission interaction characteristics 
including size of image transmission activities, ratio of image to text transmission 
activities (i.e. media recognition algorithms, image vectors, word count; column 6, lines 
20-57; column 27, lines 15-62) the content classification of the unknown information 
based on the comparisons as undesirable image content (i.e. media transmitted without 
permission; column 3, lines 35-65). 

Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Russell- 
Falla and Rassool as applied to claim 1 above, and further in view of Baker et al. 
(US Patent 5,678,041), hereinafter referred to as Baker. 

In reference to claim 14, Russell-Falla shows the apparatus wherein the 
communication terminals including at least one content server and at least one user 
communication terminal and the packets of information are intended for transmitted 
from the content server to the user communication terminal (i.e. web delivery system; 
column 1, line 65-column 2, line 10; column 6, lines 3-9), and classifying according to 
the classification predicted by the analyzing means (column 2, lines 39-62). Although 
the reference discloses classifying web pages (i.e. GOOD or BAD; column 7, lines 15- 
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20), Russell-Falla fails to expressly show classifying content servers that provide those 
aforementioned classified pages. Nonetheless, it would have been obvious to 
accordingly modify the apparatus, as disclosed by Russell-Falla, for one of ordinary skill 
in the art at the time of invention as further evidenced by Baker. 

In an analogous art Baker discloses classifying (i.e. rating) content servers (i.e. 
uniform resource locators) in order to regulate network information that is subsequently 
accessed by users (column 3, lines 6-33; column 5, lines 65 to column 6, line 23; Figure 
1-item 116; Figure 2-item 202). Given this feature a person of ordinary skill in the art 
would have readily recognized the advantages of modifying the aforementioned 
apparatus as disclosed by Russell-Falla, in order to selectively control network (i.e. 
Internet) access without impairing the users ability to communicate with servers via the 
network, (column 2, lines 63 to column 3, line 5). 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LaShanya R Nash whose telephone number is (571 ) 

272- 3957. The examiner can normally be reached on 9am-5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glenton Burgess can be reached on (571) 272-3949. The fax phone 
number for the organization where this application or proceeding is assigned is (571 ) 

273- 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



LaShanya Nash 
Art Unit, 2153 
October 13, 20$ 




